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1. Introduction

Provisioning Services provides your company an AS2 interface with USPS. Here’s how to set it up.

2. Enrollment

1. You will receive an invitation from the USPS DTS Team to join the trading community. A sample email

is show below.

A note
atew:
Asarn
nurnbe

Softwa

dts-edi-nonprod-alens@usps.gov 341 pro (4 days ago) L ¢
to me [~

UNITED STATES
POSTAL SERVICE &

Congratulations jr, you have been invited to join the USPS eBusiness community!!
Click the following link to download.

e If you get the "There is a problem with this website's security certificate” page, click "Continue
to this webpage (ot recommended)”
o |f clicking on the URL does not work, please cut and paste it into the browser

SP5S eBusiness

https:fg-mnpartner usps. com:8443/Senvices/partnerEnrollment

Here is your Enrollment key: Tha532ch-25h8 4043-a00f827a576920f4. Copy and paste this into the
"Enrollment Key" field on the enrollment page.

sage times the

Once you have completed the enroliment process, you will receive anather ermail that will notify you
when your USPS eBusiness gateway software is ready for download.

The rernainder of this docurnent discusses hardware and software reguirernents of the target installation
machine.

If you hawe any difficulties with this process, please contact Customer Support at:

USPS DTS Operations
215-501-9850
bdrm-dts-edif@usps. gov

Minimum Hardware Reguirements:

o S00MHz or faster Pentium lll-class processor
e 512 WMBE RAM, but 1 GB is recommened

Internet Browser:;

s The browser-based user interface and online help support Microsoft Internet Explorer 5 aor later
and Mazilla Firefox 1.0 ar later.

s Fop-up blocking software in your browser may interfere with this product. ¥ou should disable
ar uninstall such software.
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* S00ME disk space for Synchrony EndPaint installation

& 200-400MB disk space for data storage (more if you transfer lots of data)
» SVEA monitor

& TCP/IP network interface card

A note about temporary directonies: the temp directory of the computer running the USPS eBusiness
nateway software must have enough space to handle the largest messages traded

As arule of thumb, the temp directory should be 5 times larger than the largest message times the
number of messages being processed at the same time (e, concurrantly)

Software Requirements:

Windows.:
= Windows 7
=  Windows Server 2008
Limux
=  Red Hat Enterprise 5 ©
=  SUSE Linux Enterprise Server 9, 10° and 11+

*withability to run 32 bit executables
Internet Browser

= The browser-based user interface and online help support Microsoft Internet Explorer & or later
and Mozilla Firefox 1.0 or later,

+ Pop-up blocking software in your browser may interfere with this product. You should disable
or uninstall such software

The following information is required from the email for the next step of enrollment.
1. Email Address this Enrollment Invitation was sent to (Your email)
2. Enrollment link (The hyperlink in the email)
3. Enrollment key (Bolded text in the email)
2. Copy the enrollment key.
3. Click the enrollment link in the email. If the clicking the link does not work, copy the complete URL and
paste it in the address field in any browser. The image below is what the page looks like.

UNITED STATES
POSTAL SERVICE &

Trading Partner Self Enrollment

Enter the email address to which the enrollment invitation was
sent and the enrallment key that was included in the
enrollment invitation.

Email address: jdoe@usps.gow
Enrollment Key: 1-85995-4592-9bf6-254627eb3bd7?
Challenge{below}: S347214

-  Enroll |

EEOLEIORInG Sernices T persion 3.4 powsred by Axway -- gl rights reserved,

From the screenshot, the Email address is the address to which the enrollment invitation was sent to.
Please note that this email address can also be used as a contact email for the account or changed to a
different address in the next steps of enroliment.
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4. Upon clicking on the Enroll button at the bottom of the form, the system validates your information
and presents an End User License Agreement (EULA).

This EULA can also be downloaded and printed by clicking on the “Download” button on that page.
This agreement needs to be accepted before moving forward through the process.

5. The next step in the enrollment process is where the partner enters his/her contact information. The
screen looks like the image shown below. Complete all the required fields (Marked with red asterisk)

that are not pre-populated and click “Save”

UNITED STATES
POSTAL SERVICE®

Partner Self Enrollment

This is where you enroll as a new trading partner, Verify the information on this page and click "Save" when finished.

i *required

* Partner Name: John Doe

* Contact Name: | John Coe
Contact Phone: | 1234567890

* Contact Email:  jdoe@usps.gov

[ save @ cancel
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*Partner Name: This is the name of the trading partner as defined by the Business Unit Admin. This
cannot be changed by the Trading Partner.

*Contact Name: This is where you enter your Full name or the name of the person who is the point of
contact.

Contact Phone: This is the telephone number of the contact person.

*Contact Email: This is the Email address of the contact person.

6. The next step is where the partner enters the Operating System details.

Select the operating system on which the Activator will be installed.

UNITED STATES
POSTAL SERVICE ®

Trading Partner Self Enroliment
AS2 Activator Downiload

RSO A

Please complete the infarmation required to configure your A52 Acovator and
click the "save” button at the bottam of the page to submit tha reguest to the
Frovismning server,
Partner created
o Add a custons routing 1D...
Select the operating system for your software

o~
® windows O Linux

H Save & Cancel

7. The next page is shown below. This is a confirmation page informing the user that an email will be
sent when the software is ready to be downloaded. The email contains a link to download the software.
You may close this webpage. An email with download information is sent out shortly.

UNITEDSTATES
POSTAL SERVICE &

Trading Partner Self Enrollment
Download Creation In Progress

Your request for a download has been subrnitted to the Provisioning Service. You will be notified by email when the software
iz ready for download. The email will include a link from which you can download the preconfigured software,

You may now close this browser window by clicking the "close" box at the top of the window.
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3. Software Download

1. Once the partner completes the above section and the software is ready for the download, he/she will
receive an email from the USPS DTS Team. The email has all the required information for downloading
and installing the software. The software that will be downloaded is in a compressed format. Once the
software is downloaded, any uncompressing software (like winrar, winzip or system default software)
can be used to extract the files. The zip file download takes about 5 minutes to download, depending

on your connection.

Note: Please do not install the software into the directory that contains spaces in the entire path or name

of the parent directory.

2. Click on the download link or copy and paste it in the address field of any browser. The software
download prompt will appear with various options. Click on “Save” to save the file on the computer.
Please note that once the download is started it should not be interrupted.

dits_edi-nonprod-alens@usps.gow Aug 9 4 days ago) - -
to me [~

= UNITED STATES
F POSTAL SERVICE &

Your USPS eBusiness gateway software is ready for download.

Click the following link to downlosd.

= |f you get the "There is a problerm with this website's security certificate” page, click "Continue
to this webpage (hot recommended)”
= If clicking on the LIRL does not work, please cut and paste it into the browser

https: Ag-mnpatnerusps com: 8443 S ervices restlendpointDownloadM 40649F517 1

To install USPS eBusiness gateway software, unzip the download image to the directory on your file
systerm into which you want to install it.
NOTE: DO NOT INSTALL INTO A DIRECTORY THAT CONTAINS SPACES.

After unzipping the the file, execute the setupActivator script. This will install the pre-configured
software.

The initial Activator login credentials are

= LISERMAME: "admin”
= PASSEVWVYORD: "Secret1”

After the installation is complete, a test docurment is sent via the configured business protocal. The
successful trade of this document means you are ready to exchange files with LUSFPS.

The remainder of this docurment discusses hardware and software requirements of the target installation
machine.

If wou have any difficulties with this process, please contact Customer Support at:

4. Installation

1. If the software in the previous section was downloaded onto a different machine, now is the time to
move the software to the intended computer. You must be logged in as an Administrator or
Administrative User to complete the install.

2. Navigate to the directory where the software was saved and extract to any folder (if it was not already

extracted). You can use any unzipping software for this purpose.

© Axway, 2014 / Version: 4.4 / Status : Final U
axway

7/14 \

N




August 13, 2014

USPS Provisioning Services Partner Guide

USPS / USPS Provisioning Services

3. Once the files are extracted, locate “setupActivator” (if Windows is the server Operating System) or

“setupActivator.sh” (if UNIX is the server Operating System). This is a batch/shell script which

automates the installation process.

4. Run the Activator setup script (“setupActivator” for Windows) by double-clicking the file. *Please

note for Windows 7 Operating Systems you must right click the “setupActivator” to run as

administrator. Please see first image below. The script prompts for the directory path where the

Activator needs to be installed as shown below. If a pop-up window appears asking for permission to

install, select “yes” button.

il i i 0 B

Open

Edit

Print

Run as adminmistrator
Treublesheoot compatibility
Scan with Microsoft Security Essentials...
Add to archive...

Add to "setupActivator.rar”

Compress and email.

Compress to “setupActivator.rar” and email
Restore previous versions

Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

*Windows7
| -
Organize = cpen Print Burn
| Favorites
BN Desktop overlay
& Downloads product
Recent Places scripts
=| community-f
J Libraries Install_Activa
= Documents Install_Activa)
o' Music | Install_Synchi
=] Pictures Install_Synchi
B8 videos jakarta-comn
=| license
78l Computer logdj-1.215
&L Gateway (C:) =] partner-profil
| setupActivator
l € MNetwork =] unzip

Command Promipt - setupfctivator.bat

llelcome to Activator Installe

C:ntemps125B7DAGFD2Z »setupActivat

Flease enter the directory where you would like to install Activator or
ter to accept the default [default: “axways\1Z25B7DA8FD21:

Press en

You will then be asked if you “Would like to install the software as a Window Service?” Type: yes

-
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C:\WINDOWS\system 32\cmd.exe i | X

Jelcome to Activator Installer.

August 13, 2014

like to
~14879AD7
your Acti » dpoint a
ive permis 1 or you d start this
option.

If a “Zone Alarm” and/or “security” alert pops up select the “Allow” button.

Note: Please do not install in a directory with spaces in its name.

5. The install script automatically downloads required software from provisioning server to complete the
intallation. DO NOT CLOSE any windows until you are certain the install is complete.

This download takes about 20 minutes to complete, depending on your connection.

In LINUX operating system, your service will be installed as a background process. The install script also
creates the necessary community and partner profiles and links this instance with the hub.

9/14
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5. Post Install process

1. To verify if the required configurations on the Activator end point is complete, the partner needs to
login to the Activator via a browser. Enter the server ip address followed by activator port number
(6080) in the address bar. For example: http://208.67.130.22:6080 or http://localhost:6080 if you
are on the machine where the software is installed.

The default username and password are included in the email that has software download link.

e = ] hipijizng 67.130.22:e0800u) = |E|\z\ [iive search =B
Eile  Edit ‘\iew Favorites Tools Help
$% @t @ hipi/208.67.130.22:60800f | | 3 - B - o - nbpage + ook + 7

business. in motion.

User ID: [admin

Password: |esessss|

[T Remember my user 1D

i
=
Done T T T e mteme ESUTIRY
lﬂstartl @ &3 | @axway@tpsimu\ate:mnz...| @ http://208.67.130.22:... D (& o434
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Upon successful login, locate the “Trading Configuration” icon from the top navigation bar and click
on it. On the resulting page, a community should be listed. Click on the name of the community. The

name of the community should be the trading partner name used in the enrollment process.

You/Your Company is the community. The page will look like the image below.

Arway Synchrony Interchange - root administrator on 208.67.130.22 - Windows Internet Explorer

@T;‘/ ~ | hitp:f20s 67,130, 22: 5080 uifpartyci ol Summany Fparty 1d=1067 El|#2f] x| five search R~
Fle Edit Yiew Favorites Took Help
0 »
©% 2 fwsy Synchrony Inkerchangs - ook administrator o... | 3 - Bl - o=h - =hPags + () Took ~
2 22 7rading configuration h! Help Logout =
& surmary - I} L — =
i — — [o— i =
[E] properties een e, Mol sdanas Trading partners
[§] certificates B — - 3 — B — 1
Integration Message Collabaration HTTR
Routing IDs el handler abora Bromy
B Cortact
Summary
Community: PGPartner
Contact name: Akisa Sako
E-nail address: asakous.axway.com
Trading summary I Trading configuration |
Trading statistics for the last |1 hour = Update
Mo statistics have heen gathered. Click update to retrieve them.
Or pick a task
Add a partner to this communit:
Show collabaration settings
Change an embedded transport server
Enable all pickup exchanges for receiving partner messages
Disable all pickup exchanges for receiving partner messages
Add default integration exchanges
Delete this community
Export this community's profile
Manage CPAS
Done [T T [ 3@ meemet [# 100 -
@istart| | [B @ D | 2B axwayetpsnuiate:~/12... [ axway Synchrony Int... D, (5 a4t A

3. To verify the Trading partner configuration, click on the “Trading Partners” icon (green images on
the page). USPS is the partner and is also called the hub. You can verify the information here.
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Anway Synchrony Interchange - root administrator on 208.67.130.22 - Windows Internet Explorer

v \ttp:§f208.67 . 130, 22:6080/uifpartycFa/remote/Summary 7partyd=1461 b IR 3 Live Searct <
& i i o RIS h £

Flle  Edit Wiew Favortes  Tooks  Help

S @i @ muway Synchrany Interchange - raot administrstor o | - B - oo - hPage v (GfTook »
L Lo W sl BB s | Help Logout =

- & surrrary
H iz

Cotegories 2] Properties

,f,:n"f”b;;‘m - [&] certificates
S [ Reuing o5
By cortact

Summary
Partner: AXWAY
Community memberships: PGPartner
Contact name: Chris Ford
E-mail address: cford@us. axway.com
Default routing ID: ZZARNAY
Default delivery exchange: EDIINT 452 over HTTP

Default encryption certificate; AXWWAY

Or pick a task
¥ Add a certificate

dd a delivery exchange
EDelete this partner
B Export this partner's profile
¥ Clone this partner

I
Done [T [ [ [ mtemet [®iwow -
Wistart| | [Z & 68 | @R axway@rpsimulate:~iiz. | & Axway Synchrony Int... 9:45 AM

4. To verify if the test message is sent to partner USPS, click on the “Message Tracker” icon (2" icon
from the top navigation). Next, select the “find” button located in custom search. The message
status should say “Delivered” as indicated in the image below.

Wiredws Inkernet Buplares

i = e iz sr130 o= T el [ e e
Be ER Vew Fawetss Dok b
B B Sy Fi - - o - mee - (o - ®

g Gl essage vaker L3 : ¥ Logout

Search results for: All messages-last 1 hour
- Results os of; Friday, April 24, 2009 12;46:55 PM EDT
Search name: [l messages-last 1 hot icted to ges originating 4/24,/09 11:46 AM and 4/24/09 12:46 PM
1 _..I - r! s I Fly 'I Showing 1 - 1of 1 messages
[Setect an action... =] Click a tabla cofl for mara fitering optians

Messages per page: 0 - - -

1 & Tepe Oriination = From ID
Maximum # of search results;

W ™ petails Pavload Agr 24, 2009 12:43:00 PM EDT papartner

BRIM/ASYS)

B Trading information

Excapa wildeard charactars =, 7, \ ) uing the '
character foe flalds From and To

From: I

Community or parinar nams
ar rsuting id

To: T

Eommunity or pantnar nama

e reuting id
Status: any e
Diraction: any =

Consumptian URL:
Onginal filename:
Delivery filename:

Document 10:

Documant 10, sontral 18, or
cantael mambar

Document type: [

Dore
Bia| |4 &G | S 12, |5 Romary Synchromy
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6. Common Issues

=

Clicking on the registration link or the download link in the email does not work.
Resolution: Please copy the complete URL and paste it in the address filed of the browser.

The endpoint agent has been installed, but the Activator log is not showing that it is running.
Resolution: This is most likely because Activator has not been restarted since the agent was installed.
Activator needs to be restarted for the agent to take effect. Restart Activator.

The Activator log shows that the endpoint agent is running, but it does not seem to be polling the update
job on the provisioning server.

Resolution: The agent polls the provisioning server once a week by default and at the Activator startup.
If the job was assigned to the endpoint after the Activator was last restarted, it needs to wait up to a
week. Restart Activator to let the agent poll the Provisioning server immediately.

It is a long time since the download has started, yet the customer is not receiving the upgrade
notification e-mail.

Resolution: The Activator upgrade download is approximately 426 MB for Windows and 430 MB for
Linux. Depending on the bandwidth of customer’s environment, it could take a very long time. If the

download is significantly longer than normal, however, contact the provisioning services administrator.

I get an error that says, “c:\cyclone\b1630\bin (or something similar) is not a valid Activator build
directory” when executing the agent install.

Resolution: When prompted for the existing Activator directory, you need to enter the Activator build
directory. This is typically, c:\axway\Synchrony\Gateway Interchange\<build number> for Activator
version 5.8. Make sure you enter the path to the build number not any subdirectory underneath it. For
example, “c:\axway\Synchrony\Gateway Interchange\b1630” is a valid build directory and *“c:
axway\Synchrony\Gateway_Interchange\b1630\conf” is not.

The customer received the upgrade notification e-mail and followed the instructions, but the command
prompt screen seems to be stuck at message “Installing Activator. This may take several minutes”.
Resolution: The time the upgrade process will take varies depending on the host computer’s
performance. As the message indicates, it could take several minutes. If it is taking significantly longer
than usual, navigate to the base directory (ex. c:\CardinalCSOSActivator\syninstall) and open the
install.log for any errors. If there are errors that cannot be corrected immediately, report them to the
provisioning services administrator.

Even after the upgrade, the help/about shows the version as the original version.
Resolution: Make sure you started the Activator from the correct shortcut or the services dialog. Check

the properties of the Windows service and see if the path is pointing to the upgraded Activator rather

© Axway, 2014 / Version: 4.4 / Status : Final H
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than the original. If it is still pointing to the old Activator, the upgrade process had not completed
successfully. Navigate to the upgraded Activator’'s log directory indicated by the installer and open the
installer.log for any errors. If there are errors that cannot be corrected immediately, report them to the

provisioning services administrator.

8. The customer keeps getting an error, “Please enter a valid email address, enrollment key, and
challenge”, in the “Trading Partner Self Enrollment” screen.
Resolution: This is most likely because the customer is not entering the challenge (captcha) correctly.
The challenge characters do not contain “i”, “j”, “0” (zero), and they are all upper cases.

7. Glossary

Hub: An enterprise organization that is managing the trading community. This enterprise typically
provides the endpoint software to the trading partners and sets the collaboration rules for the trading

community.

Service Provider: The organization that is hosting the Provisioning Services; may be the Hub or a 3rd
party provider.

Community Sponsor: Synonym for Hub; typically provides the software and support to the trading
partners/endpoints.

Trading Partner: An organization with which the Hub is conducting B2B operations.

Endpoint: The trading engine software, and associated configuration, the partner uses to send and

receive B2B messages to and from the Hub.

Campaign: A logical division of trading partner on-boarding work. For example, if you intend to on-board
500 partners, you might want to divide the work into five campaigns with 100 partners in each campaign
and assign each campaign to a manager and, perhaps, assign a planned start date and planned end date
to each campaign.

Agent: A module that runs within the Endpoint software, which communicates with Provisioning Services
to receive and apply modifications to Endpoint software.

SecureWebMailbox: A virtual web mailbox hosted on the Hub that allows pickup of inbound data.
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