
6 CFR Part 27 
Section 550 of the DHS Appropriations Act of 2007 
grants the Department the authority to regulate 
chemical facilities that “present high levels of securi-
ty risk.” The Chemical Facility Anti-Terrorism Stand-
ards (CFATS) Final Rule, published November 20, 
2007, established a risk-based approach to screening 
and securing chemical facilities determined by DHS 
to be “high risk.” In order to make that determina-
tion, CFATS requires facilities in possession of specif-
ic quantities of DHS defined Chemicals of Interest 
(COI) to complete a Top-Screen questionnaire.  

After reviewing the Top-Screen, DHS determines 
which facilities are preliminarily high-risk. The 
CFATS regulation then requires each preliminary 
high-risk facility to submit a Security Vulnerability 
Assessment (SVA). The facilities still considered 
high-risk after a review of their SVA are provided a 
final tier and required to complete a Site Security 
Plan (SSP) that meets DHS’ risk-based performance 
standards. CFATS does allow some chemical facili-
ties to submit Alternative Security Programs (ASPs) 
in lieu of DHS’s SVA and SSP. Certain types of facil-
ities (e.g., facilities regulated under the Maritime 
Transportation Security Act) are exempt under Sec-
tion 550 and CFATS. 
 

Any facility that manufactures, stores, distributes 
or uses any of the DHS COI at or above a specified 
quantity, and does not fall into an exemption, 
must complete and submit a Top-Screen question-
naire as a first step in complying with CFATS. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Questions?  
For more information, contact  

CFATS Help Desk: 1-866-323-2957 
or csat@hq.dhs.gov 

or visit us at www.dhs.gov/chemicalsecurity 
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The Top-Screen  

The Top-Screen is an online questionnaire that 
collects basic information about a facility’s lo-
cation and operations and is used by DHS to 
preliminarily determine if the facility is high 
risk.  Any facility that possesses a COI at or 
above the applicable screening threshold quan-
tities (STQ) listed in Appendix A of CFATS 
must complete and submit a Top-Screen to 
DHS within 60 calendar days of coming into 
possession of COI. 

Release COI used in a laboratory under the   
supervision of a “technically qualified individ-
ual” need not be counted toward a facility’s 
STQ. For more information on this provision, 
please refer to §27.203 (b)(2) of the CFATS 
regulations or call the DHS CFATS Help Desk at 
866-323-2957. 

When preparing a Top-Screen, the Chemical 
Hygiene Officer, Environmental Manager, Risk 
Manager, and other staff are valuable resources 
for providing information about COI on cam-
pus. Campus security personnel are another 
valuable resource for completing the CFATS 
Security Vulnerability Assessment (SVA) and 
SSP, if required. 
 
Compliance and Enforcement 
 

The CFATS regulation provides that if DHS be-
lieves any facility is in violation of the regula-
tion, the Department may issue an appropriate 
order to the facility specifying the violation and 
steps that must be taken to correct the noncom-
pliance. Violation of such a compliance order 
may result in additional orders assessing civil 
penalties of $25,000 per day per violation and/
or requiring the facility to cease operations. 

What is a Facility under CFATS? 
A chemical facility is defined in 6 CFR Part 
27 as “any establishment that possesses or 
plans to possess, at any relevant point in 
time, a quantity of a chemical substance de-
termined by the Secretary to be potentially 
dangerous or that meets other risk-related 
criteria identified by the Department.” How 
a high-risk facility is defined and secured de-
pends on the outcome of DHS’ assessment 
process and dialogue with the facility. DHS 
recognizes, for example, that colleges and 
universities are made up of many individual 
buildings, operations, and areas, only some 
of which may possess COI. 

Under CFATS, all final high-risk facilities 
have the flexibility to select and implement 
security measures in their Site Security Plan 
(SSP) - subject to approval by the Department 
- that are appropriate to the facilities’ circum-
stances and satisfy the risk-based perfor-
mance standards. DHS works with all high-
risk facilities to ensure they have tailored 
their security measures to address their tier 
level, site conditions, and other facility-
specific issues. A college or university with a 
high-risk facility on campus - such as a re-
search complex - may decide, for example, to 
implement appropriate security measures on-
ly at the high-risk “facility,” as opposed to 
the entire campus. 

Introduction  
Colleges and universities in the United States 
conduct some of the world’s most important re-
search in chemistry, medicine, and other fields. 
These institutions frequently possess chemicals 
of interest that are regularly used, stored, or even 
made in: 

 
Chemistry Labs 
Research Facilities 
Pool Complexes       
Agricultural Facilities                
Medical Programs 
Other Facilities      
 
 
 

Unfortunately, many of these same chemicals  
have the potential to be deliberately diverted, 
released, or otherwise misused by terrorists.   

Chemicals of Interest 
Appendix A lists over 300 Chemicals of Interest 
(COI) that DHS believes may pose significant 
risks to human life or health if misused by ter-
rorists.  COI are organized by security and vul-
nerability issues – specifically, COI that a terror-
ist could: steal, divert, or otherwise acquire to 
use as a weapon at another time and place 
(Theft/Diversion COI); or sabotage or contami-
nate to explode or release in transit (Sabotage 
COI); or release as an explosive or to form a 
flammable or toxic cloud (Release COI). 

DHS uses this list as part of the CFATS process to 
identify, assess, and secure high-risk facilities. 
Colleges and universities are among the many 
types of facilities that possess COI for legitimate 
uses, and DHS may determine some to be high-
risk facilities subject to CFATS. 
 


